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UCSs

& Create Service Profile (expert)

Unified Computing System Manager

Create Service Profile (expert) Stﬂrage
Cptionally specify disk policies and SAN configuration information.

«  Identify Service Prafile
\fstorage

B Metwaorking

o J\fNIC,IfVHBP. Placement et SimEz: Mode: RAID 1 Mirrored
Server Book Order Proteck Configuration: yes

4 Maintenance Policy E3 create Local Disk Configuration Palicy If Protect Configuration is set, the Local Disk Configuration is preserved on disassociation.
Server Assignment On reassociation of the same Server, a configuration error will be raised
2EFYEN ASSIQNMENT

B if the new Local Disk Configuration is different.
Operational Policies

| v

L I

How would you like to configure SAM connectivity? + Simple ¢ Expert  MowHBAs ¢ Hardware Inherited

A server is identified on a SAMN by its World Wide Mode Mame (MR, Specify how the system should assign a
WM Eo the server associated with this profile,

World Wide Node Name

WM Assignment: | Select (pool default used by default) -

Select WiwhM assignment option.

If nothing is selected, the Wit will be assigned From the default pool.
WARNING: The selected pool does not contain any available entities,
‘Wou can select it, but it is recommended that vou add entities to it

Specify the virtual host bus adapters {(wHEAs) that the server should use to connect ko a SAN. Tao specify more:
than bwo vHBAs, select the Expert configuration rmode.

~vHBA O {Fabric &) ~wHBA 1 {Fabric B)
Mame: IFcEI MName: IFcl
Seleck WSAN: default - Seleck YSARK: default -
B3 create vsaM B3 create vsan

WARNING: there are not enough WWH addresses | | WARNING: there are not enough WWH addresses

available in the default pool. This wHEA will be available in the default pool. This wHEA will be

created with an invalid Wil address, created with an invalid W address, | _ILI
»

< Prev I | Finish | Eapcel I

[




D¢LL

Manage Reporls
Dashboard Schedule View

Preferences

OpenManage

OPENMANAGE ESSENTIALS

Tutonals Exiensions

Logs

Filter by: | agl

Devices in Range: 12

7.5—4
Discovered 5 _:
(W) 1oventoried 6 5 1
&3
5.5
s 3
454

Home Portal Fiter by: = all Devices v
|| Devices by Status v @ X ||Alerts by Severity v 0 X || Alerts ‘
| Filter by: | All Alerts z.\
1429 Filtered Alerts.

Drag 2 column header and drop it here to group by that colum
severity ¥  Acknowledged ¥ Time Y
@ 2/2/2013 5:27:29 P}
& 2/2/2013 5:27:23 P}
@ 2/2/2013 5:27:13 Pb
@ 2/2/2013 5:26:58 P}
@ Unknown @ Info @ Normal @ 2/2/2013 5:26:18 Ph
@ Unknown @ Normal "@_‘- Critical o Warning -.'Q- Critical ~ e il l‘“’mﬂ"'gs""""Mm

Discovered vs. Inventoried Devices v 0 x || Tesk Status

Task Name 3
Scheduled Status Poll
Discovery of G (<ol

Discovery of -4 (Scheduled)

Discovery of vm3. NG (s cheduled
Discovery of — (Scheduled)

Discovery of vmz._ (Scheduled
Discovery of— (Scheduled)




SDDC

¢ e

Applications

Virtual Virtual Virtual

Softwa re Machines Networks Storage

Application Consumption

Hardware Compute Network Storage Desktop

. : 4 Internet

Capacity Capacity Capacity Virtual Desktop
Laptop
Tablet

s Mobile
r-‘ -

vmware Location Independence
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VCI=21

VCl=32 — i

VCI=45 "~

VCI=70
VCI =74

VCI=45 -

ATM

(14

VPI

/" This virtual connection Is "\
{ uniquely defined using the pair: \

21)

VCI

VCI=21
VCI =32
VCI =45

N~ VCI=T0
VCI=T4
VCI =45
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Charles “Clos network”
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rn=m mr=p rm=mn
crosshars crogshats crogshats




Charles “Clos network”
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app-0Tg app-02E
VM VM

All-Tier-01
1.1.1.0/24

web-0TE  web-027:

VM VM

1 A2 21 22




Mikrosegmentacja

1 @ODD|

App-Tier-01
2.2.2.0/24

Web-Tier-01
1.1.1.0/24

DB -Tier-01
3.3.3.0/24

db-01"g db-027%%
VM VM

web-0TE web-021: app-0TL app-02L

VM VM

VM VM

11 12 11 12 A1 12




Mikrosegmentacja

B A Tenant Tenantl 314 -
B i cation Prifiles
& 11314 _sppProfie
ER(DErG App_Servers
H@ EPG Web_Servars
Bl L4517 Service Parameters
-Netwurk g
BB L4-L7 Service Param ekess
B seosity Policies
B Coritacts
{] App_Contract
B[] oe_contract

(& DB _Services — - A & %

M —
BRI Tahoo Contracts — —
BN M iported Contracks App.Cantract ! . DE_Contract T
ERm Fiters
BN 7rcubleshant Policies

-Mur'smrlr\g Pedic| es Yish_servon, App_Servers T34 L20u EPG
-L‘1 L7 Services

8
2=




Mikrosegmentacja

-

)

Tenant Tenantl3l4

B Cruick Skart CREATE CONTRACT

B & Tenant Tenant 314 -
=- Application Prafiles
B & 11314 _sppbrofie
- Application EPGS
. L4-L7 Service Param aters
n- MNetwor king
BB L4-L7 Service Param eters
B3 B security Polic:
Em B 7 roubleshaot Create Contract
B 8 oronng P (8] Creste Taboo Cartract

L4-L7 Serviced
u. Create Filter

Specify Identty OF Contract

—

Name 'DE_Cortract
Scope:  Private Network
Qo Class:  Urapecifien
D ription;

-

Sutmerts:

Dotz pl oy

Spscity the FiEsr idanidy

q_

CREATE CONTRACT SUBJECT

Specify |dentity Of Subject

Namix |DB_Services
D criplicri:

#poly Both Directors: &
Revarse Filter Ports: )

ilter Chain

hame [E Smwie P mecify thee Filbor 1doniey
D ipban aTE [§ e o
Eninies P
tiar, b Type [P T Prstmeni s ercifi L) ; PATRDE | o e —
. -
Frogset.  pr e Frox T P oo
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®
Internet
Mikrosegmentacja
m ® Applications Q
Web 3 objects
o © 0 Pj DNS
No description given ..-’. No description given
Puppet
T :I:. No description given
s
= ®

- +
ogic S

No description given

0 Library

m Application Tier
Standard Tier

Network Macro

Represents a random network

P

Current Application
— Macro for current application

O ® -

m i ) i _ _ _
0 DB ¢ O O

No description given Enter...
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Kontroler sieci

(1 I Il I L]
ciSco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
. ~
Wireless All APs
w Access Points Current Filter None [Change Filter] [Clear Filter]
All APs
» Radios
802.11a/n/ac Number of AP= 7
802.11b/a/n
Dual-Band Radios
Global Configuration AP Name IP Address(Ipv4d/Ipv6) AP Model AP MAC
» Advanced MAC-AP1 10.10.10.57 AIR-CAPL602E-E-K3 ccidbice:81:60
Mesh MAC-APS 10.10.10.59 AIR-CAP1602E-E-K9 cc:db:cc:ila:gg
MAC-AP2 10.10.10.64 AIR-CAP1602E-E-KS cc:46:cc:81:60
RF Profiles
MAC-APT 10.10.10.235 AIR-CAP2702I-E-K9 00:fer0Q70:1b
FlexCon MAC-AP4 10.10.10.234 AIR-AP27021-UXKS 00:fe;0cef:e7
Groups =
FlexConnect ACLs MAC-AP6 10.10.10.69 AIR-CAP1602E-E-K3 ccidf:ce:81:60
OEAP ACLs MAC-APS 10.10.10.233 AIR-AP2702I-UXKS cc:d46:coiebials
Network Lists
} 802.11a/nfac
b 802.11bfa/n

F Media Stream
Application

» Visibility And
Control

Country
Timers

b Netflow
b QoS




Dashboard Login

Email

Kontroler sieci

Password

Introducing the MX64 & MX&64W

| forgot my password ~ Create an
account




Kontroler sieci

jzielinski@outiook.com
afret]e ;
cisco Meraki Network: [ myNetwork =
Network-wide satint N
Budziejewo
Wireless

I Organization

Help

Wielkopolska




Kontroler sieci

&
Aerohivei'.

NETWORKS

MyHive Login

Admin Hame [

Password [

Forgot Password




Kontroler sieci

Home  Dashboard Monitor

Reports Maps & qiC0 M Tools

IO TR TG I Aerohive APs View Device Monitoring >  [v] Auto Refresh Every;—éd secon'ds 7(

Devices New || Modify || Remove || Import || Update.. || utiities.. | L
All Devices l Upload and Activate Configuration
AN Dbt Now D P E oY Upload and Activate HiveOS Softwa
Routers
Switches : ![ AP320 001977241D00 Wireless Only § i e b i e
VPN Gateways Remove Captive Web Page Directol
- DRMC P B o 1 AP-330  08EA4477F280 \Wireless Only § Update Bootstrap
ves
Update C try Cod
Network Policies S
SSIDs Update PoE Max Power
Port Types Update Netdump Settings

User Profiles






Stateful : ipchains, iptables

[root@docker-lab ~]# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source

Chain FORWARD (policy ACCEPT)
target prot opt source
DOCKER all -- anywhere
ACCEPT all -- anywhere
TED, ESTABLTSHED

ACCEPT all -- anywhere
ACCEPT all -- anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source

Chain DOCKER (1 references)
target prot opt source
ACCEPT tcp —-- anywhere
ache

ACCEPT udp —-- anywhere

destination

destination
anywhere
anywhere
anywhere
anywhere
destination
destination

172.17.0.2

172.17.0.3

ctstate RELA

tcp dpt:webc

udp dpt:ipse
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NG - Application firewall

paloalto

Dashboard Paolicies | Objects | Network Device

f?Lngs
E},Trafﬁc ; I r I r — I T T T z T T
B Threat | Start Time | FromZone | ToZone | Source | Destination | FromPort | To Port | Protocol Application | Rule | Ingress
[ URL Fittering
I?i'u'\.fiIdFire Submissions | 01/24 05:43:17 untrust untrust 172.16.1.2
% Data Filtering
(% Hp Match
% Configuration
8 System
@'L Alarms
45 Packet Capture
‘G'@App Scope
Summan,f
|% Change Monitor
@Threat Maonitar
&% Threat Map
(8 Netwaork Monitor
& Traffic Map #
@Ses&ion Browser
@iEDtnet
v (% PDF Reports
%Manage PDF Summary
Q. User Activity Report
%Repurt Groups
B Ermail Scheduler
%Manage Custom Reports
[ Reports

Fiters | (destination eq™172.16.1.3")

® 01/24 10:28:40  ypns2s | untrust | 172.16.1.2 172.16.1.3 1826 51617 | 50 ipsec-esp ethemnet

500 500 ke rule23 ethernet

-t
|

J
=
-l
e
RN
o
=
g




NG - Application firewall

Zdjecie Cisco FirePower
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Cloud Computing

Czyli co?




Cloud Computing

Cost Performance
Agility
Productivity Scalability
. Reliabilit
Security Y Multitenancy

@ Source: https://en.wikipedia.org/wiki/Cloud computing#Characteristics
@mrdoro


https://en.wikipedia.org/wiki/Cloud_computing#Characteristics

Cloud Computing

Cost Performance
Agility
Productivity Scalability
. Reliabilit
Security Y Multitenancy

@ Source: https://en.wikipedia.org/wiki/Cloud computing#Characteristics
@mrdoro


https://en.wikipedia.org/wiki/Cloud_computing#Characteristics

CLOWN COMPUTING

clown computing = def. makijaz
chmurowy, sprzedaz starych rozwigzan po
lekkim faceliftingu GUI | nazywanie tego
chmurg obliczeniows...

0 Source: http://qrzeqorz.glab.pl/clown-computing-definicja/index.html|
@mrdoro


http://grzegorz.glab.pl/clown-computing-definicja/index.html

Co z nami bedzie gdy firma zmigruje sie
do chmury?




irma zmigruje sie

Co z nami bedzie gdy f

do chmury?




Zapomnijmy o:




Zapomnijmy o




Zapomnijmy o:




Zapomnijmy o:




Co dostajemy w zamian?

K

A

A
Internet \

AWS Cloud

Data.’Center

Public Subnet

Availability Zone

Gateway
j——mm————————
| ™
|
|
|
|
|
|
|
|
|
| - vy
|
| Private Subnet
h —

Availability Zone

T T =~
- \

fﬂ ~ |

|

|

—r— R

|

|

|

DE Instance DB Instance |
Standby |

A I

|

WPM only Subnet |

N e _/

Availability Zone

Virtual Private Cloud




Komponenty

Il' 5 AWS Direct
' Virtual Private Cloud (VPC) ll Cofiaet

1721600 = |

EESEl Route Table | ' Availability Zone

Internet Gateway Security Group

NAT Gateway Subnet Group

&
&
- I
'}

Elastic Loadbalancer
I
||'|I

VPN Connection

Q@mrdoro



To juz nie moja dziatka...

Customer Data

Platform, Applications, Identity & Access Management

Customer

= () Responsible for
security in’the
<L  Cloud

Operating System, Network & Firewall Configuration

Network Traffic Protection
(Encryption / Integrity / Identity)

Client-side Data Encryption & Data Server-side Encryption
Integrity Authentication (File System and/or Data)

Responsible for

= m'm security ‘of
AWS Global s
Infrastructure Availability Zones Locations

the Cloud




Co moga od nas chciec?

oL
| | -
| | k|
| Route 53 |
Elastit Load |
Balahcing Internet Gateway VPN Ghteway Data Center
1?21.6!‘.}(} L
| Pul:uln:l Subnet | ] Public Subnet I
1?2 1610 |
: 1?2 1620 [
|
| |
| Ri:lnute Talble :
| |
| |
|
|
: Private Subnet Private Subnet I
| |
' |
' |
' | |
: DB | | DB I
e Aeately com

O@mrdoro




Co moga od nas chciec?

WPH Gltinay

E: .
[ I
|
| Foute 53
cad
i Jou

Ficute 53

vk Gataway VR Ghtiway

VPR Gltiwdy
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Ficute 53

sad
Inberrat Gateway

VRN Ghtinay

BEEE O s
1]

Ficutte 53

Interrk Gatesay VK
Route Tabls T
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Route Tabla X Jure Table

utz Tank I

Adeare

Ryt Table
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] Foute 53 | Route 53
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Routs Tanla I
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Warto obejrzeé!

AWS re:Invent 2014 | (ARC205) Creating Your Vir..

e lnvent “*lnvent

SDD422
Creating Your Virtual [, nter: Amazon Virtual P loud l. y
VPC Fundamentals ai ... <. inectivity Options Deep Dive i Y
Kevin Miller, Sr. Manager, AWS EC2 Networking
Brett Hollman, Amazon Web Services November 14, 2014 | Las Vegas, NV
November 12, 2014 | Las Vegas, Nevada
-’: amazon amazon

& webservices websarvices

© 2014 Amazon oo, Ino. and /s affiatos. Al rights reserved. May not be copied. modited, o Gstributed 1 whoke of i part withoul the @eIess Consent of AMEZ0n Com, INC.

http://popoludniewsieci.pl/plnog16/

Ly




Jak sobie z tym radzi¢? Wizard VPC.

VPC with a Single Public

Internet. S3,
Subnet DynamoDB, SNS,
SQS, etc.
VPC with Public and 1
Private Subnets 4 Amazon Virtual Private Cloud L
(Public Subnet | (Private Subnet )

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private Subnet VPN
Only and Hardware VPN
Access

Corporate Data Center




Jak sobie z tym radzi¢? AWS ClIi, Skrypty.
#!/bin/bash

NOW=$ (date +"%F")
LOGFILE="vpc-$NOW.log"

echo Creating VPC....

aws ec2 create-vpc --cidr-block 10.0.0.0/16 >> $LOGFILE
vpc="grep VpcId $LOGFILE | cut -d : -f2 | cut -c3-14°
echo VPC $vpc is Created!

echo Creating Subnet 10.0.1.0/24

aws ec2 create-subnet --vpc-id $vpc --cidr-block 10.0.1.0/24 \
--availability-zone eu-west-1a >> $LOGFILE

subl="grep SubnetId $LOGFILE | cut -d : -f2 | cut -c3-17°

O https://github.com/mrdoro/vpc 2public_sub.git



https://github.com/mrdoro/vpc_2public_sub.git

Jak sobie z tym radzi¢? CloudFormation.

{

"AWSTemplateFormatVersion" : "2015-02-05",
"Description” : "This template creates VPC and
"Resources": {

WP oA

TTYEE” ¢ TANSITEEZEIVERT,,
"Properties”: {
"CidrBlock": "10.0.0.06/16",

“Tags": [4
"Key": "Application”,
"Value": {

"RETT T TAWS I STacKia”

}H

&, LS./ /BILIUR.LULTIZ T Ul Uy vpe_cpuwne SUb.git



https://github.com/mrdoro/vpc_2public_sub.git

Co jeszcze moga od nas chciec?
lle czasu zajmie przekopiowanie 250TB danych przez Internet?

Utilization 1Gbps 500Mbps 300Mbps 150Mbps

25% 95 190 316 632
50% 47 95 158 316
75% 32 63 105 211

http://aws.amazon.com/cloud-data-migration/



Model hybrydowy.

A

Y, . v




Model hybrydowy - VPN.

10.0.0.0/16 C) 192.168.0.0/16

Resilient
Dynamic VPN ﬁ ﬁ

OSPF




Model hybrydowy - Direct Connect.

Dedicated, private pipes into AWS,

Consistent network performance,
Multiply AWS accounts can share a connection.

1Gbps or 10Gbps speed.
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Warto obejrzeé!

AWS re:Invent 2015 Lwi”%) Dee ﬁDlve AWS.. @ »

nve

1\

Deep Dive: AWS Direct

Connec ” 1 VPNs

NET406

Steve Seymour, Solutions Architect

_ e
s amazon
W webservices

http://popoludniewsieci.pl/plnog16/



Od czego zaczac?

(1 Tube “linvent

0

amazon
web services" m SlideShare

Free Usage Tier
For New AWS Customer

m
E

http://popoludniewsieci.pl/plnog16/




Certyfikacja.

Ok

Solutions Architect Developer SysOps Administrator

AWS Certified Solutions AWS Certified AWS Certified SysOps
Architect — Assoclate Developer — Assoclate Administator — Assoclate

AWS Cartified Solutions AWS Certified DevOps Engineer — Professional
Architect — Professional

http://popoludniewsieci.pl/aws-certified-solutions-architect-jak-sie-przygotowac/

O@mrdoro




Dobrze wiedzieé!

10 hot IT job skills for 2016

Q By Sharon Florentine, CIO  Dec 10,2015 7:00 AMPT

It's agreat time to be in IT. Unemployment rates in the industry are hovering around historic lows, and
around 1 percent. Opportunities abound for IT pros. Here are the top 10 IT skills that will be in high dem

http://www.cio.com/article/3014161/careers-staffing/10-hot-it-job-skills-for-2016.htmli

O@mrdoro




Dobrze wiedzieé!

-

3 http://calacanis.com/2016/01/13/we-asked-6491-founders-what-theyre-buying-next-year-heres-what-they-told-us/

@@ mrdoro



Dobrze wiedzieé!

EtherealMind @etherealmind - 21.01 15y
Cloud is like beer, you never own it, you are only renting it ‘

DEEROCLOCH S
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Dziekujemy



